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DATA PRIVACY and CHILDREN

Children’s data is vulnerable when using any internet-enabled digital or smart product
(phone, toy, tablet, laptop, computer)
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Data collected from children may be stored, sold to third parties, given, sold to, or seized by
governments, shared with advertisers, used for marketing, and for a host of other purposes.

(Burgess, 2021; Fang, 2020; Foust & Jerome, 2021; Hecht-Felella, 2021; Henderson & American Bar Association, Criminal Justice Standards
Committee, 2013; Kearsley-Ho, 2021, Kift & Nissenbaum, 2016; McCourt, 2019; Quayyum et al, 2021)

Number of known data breaches in 2022 from
different sectors only one of which included

exposing the data of millions of K-12 students
(2023 Third Party Data Breach Report 2023)

parents report sharing stories, images, or

videos of their children on social media
(Parents’ Social Media Habits, 2021)

per day total recreational screen of children ages 3-18 have access to a

time for adolescents computer or smartphone in their home
(Nagata et al, 2022) (National Center for Education Statistics, 2021, 2022)




WHAT DOES DATA PRIVACY MEAN TO CHILDREN?
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~h 0- 5 years old 5-7 years old 8-11years old 12-17 years old
Children Children
- cannot grasp privacy (or - are developing a sense of
steps to protectit) ina interpersonal privacy, but are
meaningful way. still generally trusting.
- are just starting to - have a very limited
distinguish between self understanding of online privacy.
and others.

- don't always follow privacy
rules, because they lack
awareness of risk and

consequences.
CLICK HERE FOR
RESEARCH CITATIONS (Livingstone, Stoilova, & Nandagiri, 2019)
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= Note: These are general frameworks. Privacy understanding may
vary according to a variety of individual cognitive, emotional, social,
and cultural factors. Understanding may also vary according to
types of privacy (interpersonal, institutional, and commercial), with
mastery of interpersonal privacy generally coming before a broader
AND LEARN MORE understanding of institutional and commercial privacy issues.
ABOUT OUR WORK

THE FUNDAMENTALS: Privacy isn't necessarily a complete control or restriction of personal

information. Rather, it's a right to negotiate where, how, and when personal information flows “ With growing concerns over

between individuals and larger networks. children’s online privacy and
the commercial uses of their
DEVELOPMENTAL STAGE MATTERS: Understanding and skills develop with age, but remain data, it is vital that children’s

limited relative to the risks through adolescence. As knowledge grows, protecting privacy

. . i , understandings of the digital
should move away from restriction and monitoring, and toward teaching and collaboration.

environment, their digital skills

LEAD WITH EDUCATION: Often, children are capable of understanding certain privacy risks, but and their capacity to consent
lack the awareness of those risks. Digital media literacy skills can be learned across childhood are taken into account in
and adolescence, and should be scaffolded according to their current understanding. designing services,

: : : . regulation and policy. ,,
INCREASED UNDERSTANDING AND TRANSPARENCY: Teaching appropriate privacy habits is

difficult when even adults don't fully understand privacy issues and risks themselves.

Resources and more manageable privacy terms and conditions need to be made available. sonia Livingstone,

DPhil (Oxon), OBE, FBA, FBPS, FAcSS, FRSA
Professor of Social Psychology,

PROTECT CHILDREN'S DATA: Digital interactions and data tracking start early - protections and The London School of Economics and Political Science
education must start early. Data is collected all the time, but protections around data and data (ChildienSiBatzionalbacyoniinaind)
flows are not always clear or strong enough.

RESPECT CHILDREN'S RIGHTS: Risks are broad and protections are few, especially for children

over 13, Privacy is a basic right that all children under 18 should be granted. 201312023
(United Nations Convention on the Rights of the Child, 1989) Childr en

AND Screens
INSTITUTE OFDIGITAL MEDIA-AND
CHILD DEVELOPMENT

childrenandscreens.org

Helping children lead healthy lives in a digital world


https://www.childrenandscreens.com/research-at-a-glance/

